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Abstract

This Master’ s Thesis within the area computer security concerns ” Computer
viruses: The threat today and the expected future’.

Firstly, the definitions of computer virus and the related threats are
presented; Secondly, current situation of computer viruses are discussed, the
working and spreading mechanisms of computer viruses are reviewed in
details, smplistic attitude of computer world in computer virus defenceis
analyzed; Thirdly, today’ s influencing factors for near future computer virus
epidemics are explained, then it further predicts new possible types of
computer viruses in the near future; Furthermore, currently available anti-
virus technologies are analyzed concerning both advantages and
disadvantages; Finally, new promising trends in computer virus defence are
explored in details.
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1 Introduction

In the mid-eighties, so legend hasit, the Amjad brothers of Pakistan ran a
computer store. Since they were frustrated by computer piracy, they wrote
the first computer virus in the world, a boot sector virus called Brain. From
those simple beginnings, an entire counter-culture industry of computer
virus creation and distribution emerged, leaving us today with several tens of
thousands of computer viruses.

In just over a decade, most of us have been familiar with the term computer
virus. Even those of uswho don't know how to use a computer have heard
about computer viruses through Hollywood films such as Independence Day
or Hackers (although Hollywood's depiction of virusesis usualy highly
inaccurate). International magazines and newspapers regularly have virus-
scares as leading stories. There is no doubt that our culture is fascinated or
frustrated by the potential danger of these computer viruses.

This paper aims to discuss the current situation of computer viruses, suggest
theoretically about new types of computer viruses, predict about new
possible types of computer viruses in the near future, and explore new
promising trends in computer virus defence.

2 The definitions of computer virusand therelated
threats

It seems that even people who are familiar with computing often have
unclear and even controversial understanding of the terms which are
associated with computer virus, computer worm, trojan horse, malware,etc.
In fact, exact defintions for the terms - computer virus, computer worm,
trojan horse, malware,etc. have not been agreed on even among computer
anti-virus researchers.

There is no common agreement on exact definitions for the terms - computer
virus, computer worm, trojan horse, malware, but the main functions for
every type of program code and software have been generally recognized by
computer anti-virus researchers. One reason for the difficultiesisthat it is
Impossible to say in all given circumstances if a given program is malicious
or not. For instance, a program which formats hard disks can be considered
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either as harmful or useful, depending on the purpose for which the program
Is used.

Marko Helenius' s definitions are referenced as follows:

Maware: The word 'malware' is an abbreviation of the term 'malicious
software’. Refers to a program code which has been deliberately made
harmful. This includes such program code classes as computer viruses,
computer worms, trojan horses, joke programs and malicious toolkits. This
list may not be exclusive]'].

Computer virus. Refers to a program code which has a capacity to replicate
recursively by itself. Computer viruses may include operations, which are
typical for trojan horses and malicious toolkits, but this does not make such
viruses trojan horses or malicious toolkitg 1].

Computer worm: Refers to an independent program code which has a
capacity to replicate recursively by itself. Independent means that a
computer worm does not have a host program which the worm has infected
or replaced by its own code. Computer worms are a subgroup of computer
viruses. Computer worms may include operations which are typical for
trojan horses and malicious toolkits, but this does not make such worms
trojan horses or malicious toolkitg[1].

Trojan horse: Refers to a self-standing program code which performs or
ams to perform something useful, while at the same time it intentionally
performs, unknowingly to the user, some kinds of destructive function. Self-
standing means that, in distinction to viruses, the program code does not
have the capaibility to replicate by itself. The program code may be attached
to any part of a system’s program code. Trojan horses may include
operations which are typical for malicious toolkits but this does not make
such trojan horses malicious toolkitg 1].

Malicious toolkit: Refers to atoolkit program which has been designed to
help such malicious intentions, which are aimed against computer systems.
This includes such programs as virus creation toolkits and programs, which
have been designed to help hacking[1].
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Joke program: Refers to a program which imitates harmful operations, but
does not actually accomplish the object of imitation and does not contain
any other malicious operation[1].

In this report, Marko Helenius' s definitions are adopted, computer worms
are considered to be a subgroup of computer viruses. So, both computer
viruses and computer worms are discussed with no attempt to treat them
separately in this report.

3 Current situation of computer viruses

The main source of the information in the sections 3.1 and 3.2 isthe
organization -- Internet FAQ Archives?].

3.1 How do computer viruseswork?

A file viruses attaches itself to afile, which is usually an executable
application (e.g. a DOS program or aword processing program). Generally,
file viruses don't infect data files. But, data files can contain embedded
executable code such as macros, which can be exploited by computer virus
or trojan horse authors. Recent versions of Microsoft Word and Excel are
particularly vulnerable to this type of threat. Text files such as batch files,
postscript files, and source codes that contain commands which can be
compiled or interpreted by another program are potential targets for malware
(malicious software).

Boot sector viruses modify the program which isin the first sector (boot
sector) of every DOS-formatted disk. In general, a boot sector infector
executes its own code (that normally infects the boot sector or partition
sector of the hard disk), then continues the PC bootup (start-up) process. In
most cases, al write-enabled floppy disks which are used in that PC from
then on will become infected.

Multipartite viruses have some of the features of both the above types of
viruses. When an infected file is executed, it typicaly infects the hard disk
boot sector or partition sector, and therefore infects subsequent floppy disks
which are used or formatted in the target system.

10
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Many of these types of viruses related to DOS programs were commonly
found severd years ago when DOS programs were mainly used in the
computers, but are rarely found and reported nowdays[3].

Typically macro viruses infect global settings files such as Microsoft Word,
Excel templates so that subsequently edited documents are infected with the
infective macros. Macro viruses will be discussed in more details at next
section.

Stealth viruses are the viruses that go to some length to hide their presence
from programs that might notice.

Polymorphic viruses are the viruses that cannot be detected by searching for
asimple, single sequence of bytesin a possibly infected file, because they
change with each replication.

Comypanion viruses are the viruses that spread through afile that runs instead
of the file the user intended to run, and then runs the originad file. For
example, thefile MY APP.EXE may be 'infected' by creating afile called
MY APP.COM. Because of the way DOS works, when the user types

MY APP a the C> prompt, MY APP.COM isrun instead of MY APP.EXE.
MY APP.COM runsitsinfective routine, then quietly executes

MY APP.EXE. N.B. thisis not the only type of companion (or 'spawning’)
virus. A more modern way to achieve thisis to create files that have the
same name, but are placed on another branch in the filetree. If thefileis
cleverly placed, failure to write the full path will result in executing the false
file

Armoured viruses are the viruses which are specifically written to make it
difficult for an anti-virus researcher to find out how they work and what they
do.

3.2 How do computer viruses spread?

3.2.1 Boot sector virus

A PC isinfected with a boot sector virus (or partition sector virus) if itis (re-
)booted (normally by accident) from an infected floppy disk in floppy disk
drive. Boot Sector/MBR infectors used to be the most commonly found
viruses severa years ago, and could not usually spread across a network.

1
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These viruses are spread by accident through floppy disks that may come
from virtually any source: unsolicited demonstration disks, brand-new
software (even from reputable sources), disks which are used on user’s PC
by salesmen or engineers, new hardware, or repaired hardware.

3.2.2 Filevirus

A file virus infects other files when the program to which it is attached is
run, and so can spread across a network (often very quickly). They can be
spread from the same sources as boot sector viruses, but aso from sources
such as Internet FTP sites and bulletin boards (This applies to trojan horses
as0).

3.2.3 Multipartite virus

A multipartite virus infects boot sectors and files. An infected file is often
used to infect the boot sector, therefore, this is one case where a boot sector
infector could spread across a network.

3.2.4 Macrovirus

A macro is an instruction which carries out program commands
automatically. Many common applications (e.g. word processing,
spreadsheet, and dlide presentation applications) use macros. Macro viruses
are macros which self-replicate. If a user accesses a document that contains a
viral macro and unwittingly executes this macro virus, then, it can copy

itself into that application's startup files. Now, this computer is infected: a
copy of the macro virus resides on this computer.

Any document on that computer which uses the same application can then
become infected. If the infected computer is on a network, the infection is
highly possible to spread quickly to other computers on the network.
Furthermore, if a copy of an infected file is passed on to anybody else (e.g.
by floppy disk or email), the virus can spread to the recipient's computer.
This process of infection will end only when the virusis noticed and all vira
macros are eradicated. Macro virus is the most common type of computer
viruses now in the wild[3]. Many popular modern applications alow
macros. Macro viruses can be written with very little speciaist knowledge,
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and these viruses can spread to any platform on which the application is
running. Most current macro viruses and trojan horses are specific to
Microsoft Word and Excel, but, many applications, not only Windows
applications, have potentially damaging and/or infective macro capabilities
also. Macro languages such as WordBasic and Visual Basic for Applications
(VBA) are very powerful programming languages in their own right. Word
and Excel are particularly vulnerable to this threat, due to the way in which
the macro language is bound to the command/menu structure in vulnerable
versions of Word, the way in which macros and data can exist in the same
file, and the eccentricities of OLE-2. But, the main reason for their 'success
Is that documents are exchanged far more frequently than executable
programs or floppy disks, which is adirect result of email's popularity and
web use.

3.2.5 Email worm

An overwhelmingly large proportion of virus infections today is caused by
the infected email attachments. The ease with which a user can click on an
email attachment and launch an application is a significant factor in the
spread of email worms. If the email content is sufficiently inviting (e.g.
'kindly check the attached LOVELETTER coming from me'.) and the visible
email attachment extension sufficiently innocent in the eyes of the user (e.g.
LOVE-LETTER-FOR-YOU.TXT.vbs - text files cannot carry an infection,
can they?), the temptation for a user can become overwhelming.

The danger of computer virus infection through attachmentsiis, of course,
not confined to email. Newsgroup postings are capable of carrying
attachments also.

Severa years ago most viruses spread primarily viafloppy disk, but the
Internet has introduced new virus distribution mechanisms. With email now
used as an essential communication tool, viruses are spreading faster than
ever. Viruses attached to email messages can infect an entire enterprisein a
matter of minutes, costing companies millions of dollars annualy in lost
productivity and clean-up expenses.

13
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3.3 Smplistic attitude of computer world in computer virus defence

It is common that computer viruses depend on both the known
vulnerabilities of computer softwares and systems, social engineering, and
computer user’s carelessness for their spreading. Modern information system
users tend to rely heavily on technical solutions to the problems caused by
computer viruses, with an emphasis on 'symptomatic' response. A system s
often considered 'protected’ if it is running a virus scanner, and so many
companies, organizations and individuals rely much less on other methods
such as user education, user awareness, operational procedures, and security
policy. It istoo smpligtic to rely on vendors to provide a ‘worry-free
computer virus defence solution in a'plug-and-play" fashion.

Anti-virus researchers agree that there is alimited set of possible defences to
combat computer viruses. A simple dichotomy would be technical versus
non-technical methods to a computer virus attack. These methods can then
be further viewed from a proactive or reactive perspective. After evaluating
these methods, it shows that reliance on reactive technology alone may be a
very weak defence against computer virus attacks. The problem of current
computer virus defence can be illustrated like this. Standard anti-virus
technology looks for the known viruses when the never-seen-before viruses
are actualy the ones which cause the problems. It does not matter how
quickly the anti-virus vendors respond, their fixes are always reactive. The
fortunate companies learn about a new virus and get the virus definition
update from the anti-virus vendors after another company's systems have
already been attacked.

A more rigorous discussion on the problem of technical defence against
computer virus attack is provided by Fred Cohen in hisbook "A Short
Course on Computer Viruses'. Cohen points out that "there are three and
only three things that you can ever do to absolutely and perfectly prevent a
computer virus from spreading throughout a computer system or network;
limit sharing, limit trangitivity, or limit programming. This has been proven
mathematically." [1]

The use of a system which has no sharing, no transitivity and no outside
programming is difficult to imagine in our common understanding of the
role of information systems except in some specia situations. We should be
prepared to discuss imperfect solutions, and to be willing to admit to some

14
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failures. We should admit the fact that there is no perfect defence. We
should choose active methods which include avoidance, detection and cure,
rather than only prevention. It means that system users need to adopt a
hedlthier system 'life style' as well as using the best of 'modern medicine' to
avoid catching avirus.

3.3.1 Security practices

Some good, basic security practices can really help to reduce the risk of
computer virus infections, and decrease the cost (and pain) of cleanup after
computer virus infection. Some good examples include keeping good clean
backups, reviewing security controls on aregular basis, using access
controls for system users, limiting connectivity, audit, limiting/controlling
media such as diskettes, cd-r/w, zip drives, etc., user awareness and
education, risk analysis and reactive and proactive defences.

Use of good security techniques in many areas can help protect information
systems from computer virus attacks. For instance, digital signatures serve to
authenticate the sender of a message. Public key (or other) encryption serves
to preserve the confidentiality of a message. These same techniques might
also reduce the possibility of a computer virus attack. Many computer virus
attacks take advantages of email attachments. Users who really rely on
‘protected' email services will not trust a message without a digital signature,
and will not believe a message which can't produce a valid checksum.

3.3.2 Security policy

The development of a good security policy is an important first step towards
a healthy system. The security policy should state clearly the expectations of
the organization; for instance "no floppy disk can be used in any system in
the research lab". Also, the policy should be matched with a procedure (in
the forgoing example, the best procedure would be to lock or remove the
floppy disk drives from al computers in the research lab). A policy without
procedure is vacuous at best. It is necessary to assign persons within the
organization the roles and responsibility to make the security policy redly
effective.

One method, also recommended for other reactive IT security matters, isthe
establishment of a Computer Security Incident Response Capability

15
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(CSIRC), normally implemented as a CERT (Computer Emergency
Response Team). CSIRC capability can provide both reactive response and
take proactive responsibility for the organization response to the threat of
computer virus attacks. "A CSIRC is a combination of technically skilled
people, policies, and techniques that congtitute a proactive approach to
handling computer security incidents."[*] A typica CERT team would be
consist of both technical and non-technical users and would be responsible
for user support, interaction with senior management, and press liaison
besides technical response such as maintainance and repair. The CERT
would be capable of providing quick, professional and practiced response.

When the CERT is not in emergency state, it would be also responsible for
contingency arrangements, training CERT members, educating, motivating
and training organization employees, risk analysis, worst case scenario and
recovery, and planning and practicing (live exercises), tc.

CERT would make sure that virus siganature files are constantly kept up to
date, promote strong user awareness and education strategies, evaluate
backup and recovery techniques, and act as a 'system health monitor' to
reduce the overall risk of a successful computer virus attack.

Also, the CERT would work as the coordinator of site alertsin the event of
increased risk. This would reduce the threat of the email hoaxes (such as
'pen pals) when users who receive such warnings would send them to the
CERT for response (rather than "tell al their friends') and would become
ignoring warnings which do not originate from the CERT.

4 Theor etical suggestions about new types of computer
Viruses.

4.1 Today’sinfluencing factorsfor near future computer virus
epidemics

Six technological influencing factors have had a huge impact on the variety
and complication of computer viruses and worms. computing infrastructural
homogeneity, ubiquitous programmability, technology migration to home,
and increasing connectivity through a homogeneous communication
mechanism.

16
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4.1.1 Broadband in the Home

When more and more users adopt broadband communication technologiesin
the home, we expect that the incidence of computer worms which are
targeting at home users and small businesses will grow rapidly. Also, this
will serioudly affect telecommuters in both government and industry.
Nowadays, home users with modems are assigned dynamic network
addresses every time when they login to the Internet. Because users log on
and off very frequently, this makes it very difficult for a computer worm to
target at such a computer and spread to it.

But, when users migrate to broadband technol ogies such as cable modems or
Digital Subscriber Line(DSL), they will increasingly have constant, static
connections to the Internet, which make their computer an easy target.
Computer hackers or roaming computer worms will be able to easily
enumerate home user Internet addresses and use them to attack these
computers. They can rapidly spread through the VPN and onto the corporate
or government network once they have afoothold on the home computer.
For instance, if home users are infected by a Word for Windows macro
virus, it may easily infect their work documents and then transfer these to
their company PC through the VPN. In the same way, a computer worm like
ExploreZip could potentially spread through the VPN onto other visible
computers on the company network.

In addition, it is expected that when more users adopt broadband
technologies at home, consumer-oriented connected applications will
quickly grow in popularity. Nowadays, products like PointCast TMdot are
mainly used as company desktops, but are less appealing for the home user
because the home user has a lower-speed connection to the Internet. But,
when broadband technol ogies become more and more popular, these
connected applications will grow in popularity; rea-time stock tickers,
personal web servers, search agents, and “instant message”/chat programs
will be running on each desktop. Moreover, just like that we have already
seen in the Office application space, vendors will start adding
macro/programming support to these applications to extend their abilities for
powerful uses.

Although these connected applications will improve the quality of the
computing experience, every one also contributes to security risks for the
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home user. It is expected that the next generation of computer worms will
exploit these connected and often not security-conscious applications and
exploit them as back doors into home systems and then into the enterprise.
In such an environment, a computer worm like Melissa or Loveletter will
easly infect huge numbers of home users.

Since threats which affect the home inevitably find their way into the
company, these threats will unfortunately have an impact on the enterprise
also. It is expected that when company users bring their connected
applications from home into the workplace, thiswill be aripe platform for
computer worm propagation, and the spread-rate of these computer worms
over this new medium will rival that of the popular worms of 2001.

The personal firewall which is in conjunction with anti-virus software will
become a must-have application and help to block at least some of the
computer worms and viruses which will plague the growing number of
connected desktops.

4.1.2 Increasing gener al sophistication

Although the great mgjority of the older viruses were written in Assembly
language that is alow-level programming language which is arcane and
difficult to use, an increasing number of the latest computer worms and
trojan horses are designed by using more modern (high level) programming
languages and tools. These high level computer worms and trojan horses are
more difficult to analyze because optimizing compilers often obscure the
code logic to improve efficiency. These high level computer worms and
trojan horses utilize more complicated techniques to spread and better lever
the operating system and all available exploits of the target platform.
Although creating a detection and cure for these threats is still relatively
straightforward now, their increased complexity has dramatically increased
the amount of time that it takes to fully disassemble and analyze these
pathogens. This has, and will continue to put a strain on anti-virus
researchers who have aready had afull plate to work with.
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4.1.3 Computing I nfrastructure Homogeneity

The homogeneity of computing hardwares, operating systems, application
softwares and communication platforms will become the single largest
enabler for the epidemics of computer viruses, worms and trojan horses.

Nowadays, more than 90% of the world’s computers are running Microsoft
Windows operating system on Intel-based hardware[®]. An equally high
percentage of computer users use standard SMTP Internet e-mail, and many
large corporations are standardizing on e-mail systems such as Microsoft
Outlook and IBM Lotus Notes. In the word processing field, the Microsoft
Office suite enjoys a virtual monopoly for home users, business users, and
government users[’]. Basically, every of our desktops has a genetically
similar software and hardware makeup.

In agriculture, such a homogeneous environment is called a monoculture,
and is generaly known to have serious negative consequences. If farmers
sow asingle kind of crop on their lands (for example, in order to increase
their yield of that crop), they subsequently increase the vulnerability of their
entire crop to disease. If the disease affects one plant, it can rapidly and
easily spread to al other genetically similar neighboring plants. Essentialy,
the standardization of all of the above computing technologies has created a
computing monoculture which has subsequently increased our computers
vulnerability to computer-borne disease. With a growing, homogeneous set
of hosts, avirus doesn’t need to travel far before it finds fertile ground to
launch another infection.

We have already seen thousands of macro viruses continoudly attacking
Microsoft Office platform. Several high-profile computer worms (network-
aware computer viruses) have exploited the Outlook and SMTP e-mail
programs to spread themselves. Moreover, it is known that more than 99%
of all computer viruses are designed to spread on the DOS/Windowd/Intel
platform[®].

Without doubt, software and hardware standardization have given us a huge
benefit; it allows companies, government and home users to standardize
their software and hardware systems, decrease troubleshooting and technical
support costs, and lower replacement costs. For software devel opers, having
a single monolithic platform reduces the costs of software development;
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software developers only have to develop for a single platform instead of
twelve different platforms. Also, it improves the stability of software,

These benefits have unfortunately transformed our society into one that is
highly reliant on a single computing environment. While PCs are widely
used as company tools at the beginning, now they pervade the most secure
government systems, financial institutions, nuclear power plants,
intelligence community, as well as the home. Now, the users of proprietary
systems, the government and financial institutions uses the same hardware
and software as ones which are found in the home. Since the great majority
of government, businesses and home users use the same platform, a digital
Armageddon is far from being afairytale.

4.1.4 Ubiquitous Programmability

The ubiquitous programmability of the Windows operating system has made
it possible to write computer viruses and worms without complicated
programming. No one would have ever thought that the Word processor or
Excel spreadsheet would be the single most successful host for computer
viruses and worms. E-mail is just common Office application, however,
people did not expect that computer worms could send themselves over e-
mail. Unfortunately, software vendors have made the Office products the
platform of choice for computer viruses,worms and trojan horses by adding
robust programming abilities to the current office applications.

Users can write ssmple macro programs, and attach them to their Word
documents and Excel spreadsheets. These programs, which are written in
Visua Basic (an easy-to-use, BASIC-like programming language), can
perform useful functions such as spell checking user’s document, summing
tablesin a Excel spreadshest, or auto-email finished expense reports to the
finance department. Moreover, macros can be copied or can copy
themselves to other documents. This feature allows users to easily share or
install useful macros across the organization. But, the Office platform also
becomes extremely vulnerable to computer virus threats by allowing macros
to copy themselves from one document to another. Nowadays, more than
80% of al computer virus incidents (actual computer virus infections found
by users or corporations) are because of macro virusesin Word and Excel[ 7.
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Unfortunately, these macros not only get access to the features and
components of the Office suite, but also to other components of the host
computer system. Unfortunately, the marriage of the Office macro
programming languages, and a second technology — the Component Object
Model (COM)[*®] — has had a huge impact on today’ s computer virus.

In anutshell, while a programmer designs a new software application, the
programmer can make the functionality of the application available to the
rest of the software applications which are running on the system (and not
just to the user) through the COM system. Subsequently, other programmers
can design their software logic to lever the functionaity which is provided
by the first COM-enabled program. For instance, Microsoft Outlook enables
other programs to login to the user’ s mailbox, inspect messages, extract
attachments, enumerate the entries in the address book and send e-mail by
using COM. By using thisfacility, a user could write an expense reporting
application in BASIC or C which would make use of the Outlook e-mail
program through software APIs. The programmer could program their
application to use e-mail functionality of Outlook to send copies of an
expense report to the finance department, without knowing anything about
how to program an e-mail system, knowing e-mail protocols, etc. Obvioudly,
COM technology has been a huge enabling technology for normal
programmers. Now, the typical programmer can design extremely rich
software applications by levering other components on the system.

Vendors have made it possible for Office macros to lever powerful features
of COM. With this newly added functionality and the smplicity of the
BASIC-like macro programming language which is supported by Office
products, amost any competent user could pick up abook and develop
powerful macro programs which have the capability to do far more than
summing tables in a spreadsheet. These COM-enabled macros can inspect
and change the entire host computer system, and even more worrisome, they
can lever the built-in communication facilities of the computer to spread
over the worldwide network of homogeneous computers.

4.1.5 Complete Connectivity

The increasing connectivity and enumerability of the today’ s communication
systems allow computer worms to spread more rapidly, and to more
computers than ever before. The spread rate of computer viruses was
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confined to how quickly computer users exchanged infected files by e-mail,
viafile servers, in floppy diskettes, etc. until recently. Traditional computer
viruses (which don’t intentionally spread over networks) can rapidly infect
many files on a single computer system however spread much more slowly
from one computer system to another one due to their dependence on user
behavior.

Because users share information more frequently than they share programs
(at least in company and government environments), user-initiated e-mail
has enabled macro viruses to spread far more rapidly than binary
viruses(such as DOS and Windows viruses)[]. But, atypical user sendsjust
a handful of documents to asmall set of co-workers during the average
week. Thus, when amacro virus might rapidly be transmitted all over the
world, it will only spread to a small number of users over a period of days or
weeks. Then those target users must open the infected document, edit some
other documents, and send them out to their co-workers. This whole human-
centric process is cumbersome and limits how quickly these viruses can be
spread. Luckly, anti-virus companies can respond with a computer virus
Siganature update and prevent any further virus spread, by the time a new
macro virus can infect even a handful of users.

Unfortunately, with more computers on e-mail and the Internet than ever
before, computer worms can now spread more rapidly than any traditional
virus. The homogeneous, ubiquitous, COM -accessible communication
mechani sms makes writing such a computer worm a piece of cake. Why
should a computer virus wait to be sent by the user as an e-mail attachment
while it can send itself? Why only send itself to afew of computers while it
could send itself to an entire organization? The computer worm doesn’t
passively wait for the user to send its malicious code in an e-mail. In the
contrary, it actively takes matters into its own hands. The computer worm
exploits the communi cation components of the computer system — whether
the network or e-mail - to send itself from one computer to another;
therefore, it can potentially spread itself thousands of times quicker than a
traditional computer virus.

Although e-mail is an ideal communication mechanism for computer worms,
it is far from the only viable communication mechanism. Computer worm
has begun to exploit peer-to-peer networking, and this trend is changing in
the coming years. Windows 95, 98, NT and Windows 2000 support peer-to-
peer networks. Users can configure Windows to permit other users on the
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Windows network to get access to their files without restriction. Computer
worms can rapidly find other computers on the Windows network and copy
itself to these computers by exploiting this facility. The Explore.Zip worm
exploited just exactly such a mechanism to spread itself over company
networks, and was extremely successful. By using two distinct mechanisms,
the ExploreZip Worm spread itself to other computers. First, like Melissa,
ExploreZip was capable of levering Microsoft Outlook, Outlook Express
and Exchange e-mail programs to send itself by e-mail. This worm sends
itself to users who have recently sent e-mail to the infected user, instead of
sending itself to the first 50 users like Méelissa. Besides spreading itself
through e-mail, ExploreZip will iterate through all computers which are
visible on a peer-to-peer Microsoft network also. The worm will copy itself
to all accessible computers and update a configuration file on the target
computer to cause the computer to launch the ExploreZip worm during the
next boot-up.

Today’ s computer networks are more connected than ever before. Any user
or program can send an e-mail from any computer directly to any other
computer in the entire network in seconds. But, a second facet of our
communication systems make them even more vulnerable to virus attack:
modern software directories allow the enumeration of every node which is
connected to the network. For instance,corporate groupware products like

L otus Notes and Microsoft Exchange permit users to view each single e-mail
user in the entire corporation, and if they like, the users can send e-mail to
every one of these addresses.

In addition to groupware directories, a number of other directory sources
exist that would alow a hacker or software agent to obtain alist of targets.
For instance, corporate LDAP[™] directories, Internet search engines, and
public mailing lists (so-called listservs) all provide the means for
enumerating and targeting potentially millions of users.

The capability of users or software programs to enumerate and target
specific computer systems makes computer worms quite more troubling.
Firstly, a hacker could exploit these publicly available directories to choose
an initia distribution list: al ClOs at fortune 500 companies, all CFOs at
financial institutions, etc. Secondly, once within a corporation or
government network, the computer worm can exploit the same directory
mechanisms to enumerate targets and spread itself. Although the corporate
e-mail directory may not be available outside of the firewall, a computer
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worm can easlly get access to this information and exploit it to spread, once
inside a corporation. Thisis exactly how computer worms such as Melissa
spread so quickly. It is known that, in many cases, Melissa exploited the
corporate directory to spread to hundreds of thousands of mailboxesin
hours[™].

4.1.6 Technology Migration to the Home

The migration of the PC from the company to the home, and the further
adoption of home networking reduces the bar for computer virus
development... and testing. Computer virus writers go with what computer
virus writers know. It means that computer virus authors will design their
threats to exploit those technol ogies which they have on their own computer
so that they can test their creations. Therefore, those companies which
employ worm-enabling technologies which are common to both the
company and the home are much more vulnerable to these virus attacks.

For instance, we have aready seen a number of computer viruses and worms
lever Microsoft Outlook and Outlook Express to send themselves. These e-
mail programs are widely used both in the company and at home, and they
share the same COM programming interface. In the contrary, we have seen
no worm-based attacks that lever Lotus Notes to spread themselves. Lotus
Notes, unlike Microsoft Outlook, is used exclusively in companies, and is a
less available technology for computer virus'worm writers to play with at
home. Although we fully expect to see Lotus Notes worms in the future, the
lack of a consumer-oriented L otus Notes client has undoubtedly slowed
down the development of Lotus Notes-centric threats.

When more and more companies adopt products like Outlook, Eudora and
other e-mail programs, computer virus authors will have al of the
components which are necessary to build and test their viral creationsin
their own home. Nowadays, it is not uncommon to find that home networks
of several machines and al the components can be bought cheaply at the
local computer store. Unfortunately, these local networks provide the
computer virus author with everything that they need to develop and then
test their computer worms. More than ever before, the writers of these
computer worms get access to the hardware and software platforms which
are employed by businesses and the government.
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Also, the popular Linux platform will probably become an increasingly
attractive platform for computer virus development. Because Linux is
offered free of charge, source code and all, virus authors will get easy access
to documentation, operating system source code, and everything that they
need to design and test their viruses. Linux runs on the same computers that
millions of users already own, and it iswell regarded in the programming
and hacking communities. In contrast to Solaris; athough Solarisis a very
popular UNIX platform, it is much less available to the common home user,
and therefore, we expect to have fewer virus threats targeting at it. But, this
IS not to say that a determined attacker won't target at the Solaris platform;
based on its availability to today’ s computer virus authors and its
compatibility with existing hardware, we expect computer virus authors to
target a this platform in the future.

4.2 The prediction about new types of computer virusesin the near
future.

4.2.1 Wirelessviruses

The threat from malicious code in the wirdlessworld is still initsinfancy. In
fact, malicious code has not yet negatively impacted wireless device users.
However this will soon change. In much the same way that the Internet
changed the way that computer viruses, worms, and trojans were created and
distributed, the wireless world represents a fertile breeding ground for
hackers and e-vandals who are willing to exploit this expanding medium.
When the line between mobile phones and personal digital assistants blurs,
the enhanced functionality of the wireless devices which emerge offers a
atrative playground for hackers and e-vandals—in much the same way that
every new medium which emerged in the last two decades has offered such
an opportunity. Traditional approaches to anti-virus security will not provide
the necessary security.

The quick spread of wireless communications provides new chances for
hackers, disgruntled employees, and othersto prove their prowessin
spreading computer viruses and malicious code. On the surface, the
vulnerability of wireless devices to computer viruses and malicious code
threats seems to follow the same patterns of vulnerabilities which the wired
world has experienced. However, upon closer examination, the
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vulnerabilities are more numerous and complicated. Such threats to the
wireless community can be categorized into three classes:

- Application-based threats

- Content-based threats

- Mixed thresats (a powerfully-packed combination of application and
content-based threats which has not been yet seen in the real world)

4.2.1.1 Application-based Threats

Application-based threats are presented by executable malicious code which
latches on to existing, or new, wireless applications in the wireless world.
Application-based threats are potentially present anytime when a software
program is downloaded to, or executed on, awireless device, particularly
when the software program is downloaded or received from an unknown
source. Similarly, in the wired world, these threats are roughly analogous to
the early viruses which were borne by executable programs (which were
later superceded by the rise in Macro viruses—malicious code borne by non-
executable files). The first malicious application-based threat which
specifically targeted at the Palm operating system (OS) which isused in
Palm Pilot persona digital assistants (PDAs) was called “Liberty Crack.”
The free software, which could be downloaded from a Web site or accessed
through Internet relay chat (IRC) rooms, pretended to convert the shareware
Liberty Game Boy program into aregistered version. However, in fact,
when the program code was executed, the user was unaware that the
program was deleting all executable applications in the handheld device in
the background. Liberty Crack did not affect the underlying Palm operating
system or the embedded applications.

Liberty Crack and ssimilar “trojan horses’ are probable to spread very sowly
in the wild and represent arelatively low threat. Liberty Crack is designated
atrojan horse because it masquerades with one purpose, while it harbors a
surprise purpose (Smilar to the trojan horse of ancient Greece in which
soldiers hid inside a hollow wooden horse presented as a gift to the trojans).
Although actua incidences of Liberty Crack have not been encountered in
the wild, thistrojan horse is significant in its proof of concept which
demonstrates that malicious code can be downloaded and may adversely
impact PDAs. Many analysts have labeled Liberty Crack, which first made
news in late August 2000, as a harbinger of more malwares to come. For
instance, future wireless trojans could steal data such as address book
information, portal passwords, and other confidential information.
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This evolution and proliferation of the trojan horse presents two key aspects
of application based threats. Firstly, it shows the potential for proliferation of
malicious code, especially in the form of atrojan, when it isdisguised asa
program with percelved vaue that is offered for free. Secondly, this early
case reminds us that operating systems in the widest use are probable to be
theinitia playgrounds of writers of maware. The great number of available
shareware applications and the growing number of legitimate code
developers in the community increases the possibility of malicious behavior.
Moreover, the great number of possible affected users presents the potential
profile of any malicious activity which is an enticement for those who seek
the limelight for destructive activities.

Since the discovery of Liberty Crack, anti-virus researchers have been
tracking a number of other application-based, potentially destructive Palm
programs, which include Palm Phage—the first known virus designed to
affect Palm PDAs. When it was first seen about one month after Liberty,
Palm Phage infects all third-party application programs when executed.
Instead of running normally, infected executable files infect other third party
applications programs. Theoretically, Palm Phage can spread to other
machines when the Palm is synchronized with a PC or when a Pam beams
data through an infrared link to another Palm. (see Figure 1.)
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Figure 1[**]. Application-based threats may involve FTP or HTTP downloading of
an executable program through the wir eless gateway to the device. Thevirusor
malicious code can also spread to other wireless devices through direct beaming via
Infrared or RF (e.g. Bluetooth), or by synchronizing the device with a PC.

Simultaneoudly, several joke programs were observed on PDAS operating on
the EPOC operating system. These programs (e.g.,EPOC_Alone.A and
EPOC_Ghost.A) disturb users by sounding an alarm or flashing lights on the
EPOC-enabled device. Although these programs do not spread from device

to device, they show that malicious code can cause worrisome disturbances
on wireless devices.

Moreover, the wireless world is viewing the regular birth of new
technologies, with more on the horizon. While some of these technologies
will expand the functionality of the device, others will dramatically change
their connectivity with other devices (e.g., Bluetooth technology, see Figure
1). No users have lost data as a result of Palm Phage and the EPOC joke
programs. However, it is demonstrated that the wireless salf-replicating
viruses are not only possible to develop, but easy to develop. With the
expanded functionality of these wireless devices in the coming months and
years, so will expand the potentia for new application-based threats.
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4.2.1.2 Content-Based Threats

The content (e.g., derogatory messages) is the threat, or malicious use of the
content is the threat (e.g., spamming of email) in content-based threats.
When email has become the primary application of the wireless world, it is
one of the most vulnerable to attack also. Thus, the most common content-
based threats to the wireless infrastructure happen through infected email or
spam mail (see Figure 2).
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Figure 2[14]. The content threat to the wirelessinfrastructure involves email
messages or spam that flow from SMTP or HTTP serversthrough wireless gateways
to wireless devices.

The first content-based virus to attack wireless devices happened in June
2000 with the appearance, in the wild, of the Visua Basic Script (VBYS)
Timofonica on the wireless network of Madrid, Spain-based Telefonica SA.
Timofonica spread by sending infected email messages from affected
computers. As an infected email reached a PC, it exploited Microsoft
Outlook 98 or 2000 to send a copy of itself through infected emailsto all
addresses in the MS Outlook Address Book. This enabled the virus to spread
very quickly. In the wired world, this behavior is similar to that of the
“ILoveYou” email virus that caused worldwide damage estimated as high as
$700 million in May 2000.

However Timofonica was more than an email virus. For each email it sent,
the virus aso sent an SM 'S message to arandomly generated address at the
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“correo.movistar.net” Internet host (see Figure 3). Because this host sends
SM S messages to mobile phones which are operating on the European GSM
standard (the phone number is the prefix of the email addressin the
message), the virus attempted to spam people with SM S messages—in this
case a derogatory depiction of Spanish telco provider Telefonica Moviles.

MS Cutlook

Subject: TIMOFONICA

Bady: in Spanish

Attachmaent: TIMOFOMNICA THXTVES

\ 4
: Flush the randomized moblie

Use ﬂutlnn!r. to send emails: phones with Short Message
1. Send to all email addruas:-:s_ . through the SMS gateway
2. Randomily generate an email addrass SEricE.

imcorrag. movistar. net
3. Send an email fo this email address

Figure 3[14]. In Madrid, the recent Timofonica virus sent infected emailsto all
addressesin an infected machine’'s MS Outlook address book and also sent an SM'S
message to addresses at the correo.movistar.net I nternet host.

Similar to the Liberty Crack trojan, the Timofonica attack was benign and
caused little damage. While the program reached out into the wireless world,
it propagated through land-based PCs and emails, not from phone to phone
directly. However, Timofonica showed in-the-wild, the capability of
malicious code to tap into the wireless infrastructure and spread with high
speed. By reducing its performance or even impairing its ability to meet
load, Timofonica had the potential to flood the wireless network with
messages. Even worse, receiving spam costs them money for wireless users
who are billed on a per-message basis.

A similar program was observed to happen to Japan’s ambitious |-mode
system. Japan’'s largest cellular phone maker, NTT DoCoMo, developed and
owns the I-mode system that appears to have successfully got both consumer
and business markets for wireless device transactions, wireless Internet
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access, and instant messaging in Japan. With more than 10 million users
only 18 months after its launch, some analysts see I-mode as a

feasible aternative to WAP that is used in Europe and touted in North
America. In June 2000, a piece of malicious code started to send a particular
message to wireless users on the I-mode system. While the user received the
message and clicked on a hypertext link, the program dialed 110—the
Japanese equivaent of 112 in Sweden—without the prior knowledge of the
user. Thisloading of emergency service lines with useless calls showed the
capability of malicious wireless code to reach out to other key infrastructures
and cause serious damage.

When wireless devices become more and more sophisticated over time,
another potential content-based threat which may soon enter the wireless
world is the embedded script virus. Prior to the first observation of this class
of viruses, viruses could be only contracted through email by double
clicking on an infected email attachment. With the discovery of embedded
script viruses, likethe VBS Kakworm and VBS Bubbleboy, now wireless
viruses can infect a user’ s system when the email is opened.

4.2.1.3 Mixed Application/Content-Based Threats

Application-based wireless threats, in which an executable program carries
some malicious code, affect the receiving device. The spread of this
malicious code is Slow because the user must download a program with
malicious code and execute the program to become infected. Content-based
threats which spread relatively benign text messages or generate mobile
phone calls are at the other end of the spectrum. However, these threats can
spread quickly because of the nature of their propagation medium—entire
address books of emails.

The third type of threat is worse than the combination of the previous two
types. Although it has not yet been seen in the wild or even in the laboratory,
athreat that integrates techniques from both of these previous threat types
could be formidable indeed. Let’s imagine a virus that involved the
unwitting download of sophisticated malicious code which is attached to a
shareware program that wiped out wireless device applications and
propagated itself quickly across the wireless infrastructure through address
books of email. Such a virus could cause damage to each device it
encountered and spread across a country, or across the world, in hours. We
have seen the redlity of the ILoveY ou virus and its destructive power.
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Without adequate comprehensive wireless infrastructure virus protection,
some kinds of highly destructive, quickly spreading wireless virus will
inevitably surface.

4.2.2 Malwar e threats to Peer-to-peer networking

Peer-to-peer networking permits communication between two systems, in
which every system is considered to be equal. Peer-to-peer networking is an
aternative to the client-server model. In the peer-to-peer model, every
system is both a server and a client, which is commonly referred to as a
servent. Peer-to-peer networking has existed since the birth of computing
networks. But, peer-to-peer networks recently have gained momentum with
searchable peer-to-peer network file databases, increased network
connectivity, and content popularity.

4.2.2.1 New Vector of Delivery

Peer-to-peer networking introduces an additional vector of delivery. The
primary method of contracting a virusin the past was through a floppy disk.
The floppy disk drive was the primary vector of delivery. The primary
vector of delivery today is email. Malicious software is usualy found as
email attachments. Peer-to-peer networking presents another method of
introducing malicious code to a computer. Currently, this additional vector
of delivery isthe greatest threat which malicious softwares have on peer-to-
peer networking.

Although peer-to-peer networking systems permit user to introduce
executable files to a computer, those files still request specific downloading
and execution. For instance, a user of Gnutella may search for ExampleVirus
and a servent may return a match of ExampleVirus.exe. In order to become
infected, the Gnutella user must require a download of that file from the
remote servent and execute the file. Thus, classic peer-to-peer unaware
viruses could inadvertently be transmitted through a peer-to-peer network.
Also, viruses could take advantage of the normal use of a peer-to-peer
network. For instance, viruses could specifically try to copy themselves to or
infect files in the shared peer-to-peer space.

Thefirst discovered Gnutellaworm, VBS.GWV A, did this by copying itself
to the Gnutella-shared directory as a popular file name. For instance, the
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worm can copy itself into the Gnutella-shared directory as Pamela Anderson
movie listing.vbs. The purpose is to trick users into downloading and
executing the file.

Viruses could actually take advantage of the existing peer-to-peer network
infrastructure to spread themselves. For instance, a computer worm could set
up aservent on an infected system. The user with the infected system does
not have to be part of the peer-to-peer network initialy. After that, this
servent could return the exact matches for incoming search queries, and
those which download and execute the file will become infected in turn. An
example of such aworm is W32.Gnuman.

4.2.2.2 Malicious Uses of Peer-to-Peer Networks

The use of peer-to-peer networks permits not only the capability for
malicious software to spread, but also utilization of the protocols for
communication by malicious software. In many organizations, backdoor
trojan horses, such as Back.Orifice, are not effective in infiltrating an
organization because of afirewall. Such programs open listening
connections, while waiting for a client outside of the organization to
connect. Since firewalls prevent incoming connections, except for
particularly defined computers and ports, the computers remain
uncompromised. But, the firewall does not normally block the peer-to-peer
software, when it makes outgoing connections to the centralized directory
services or other servents. Normally, outgoing connections are not blocked.
Once an outgoing connection is made, the centralized directory service or a
servent may pass information to the client.

The majority of current backdoor trojan horses do not make such outgoing
connections since they would need to connect to a defined awaiting server.
While they are discovered, this may lead to the identification of the
malicious hacker. By making outgoing connections to IRC or similar
centralized services, some backdoor trojan horses avoid this scenario.
W32.PrettyPark is an example of a worm which creates an outgoing
connection to IRC, and therefore, the common firewall configuration does
not block it. Once the computer worm is connected to IRC, hackers can join
the same channel and send remote access commands.

Such methods could be conducted by using a peer-to-peer network also. For
instance, a malicious threat could register with the Napster centralized server
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and pass a specific, unique list of files. After that, a hacker would perform a
search on those specific files, and when they are matched, the hacker would
be able to identify any infected systems. A request for a certain file would
signa the infected machine to perform a particular task, such astaking a
screen shot. By bypassing the firewall and ensuring the anonymity of the
hacker, information gathering and system control of the system could then
be performed in this way.

Moreover, malicious software could easily modify the configurations of
existing peer-to-peer clients. For instance, atrojan horse could change the
settings so that the entire hard drive could be opened for browsing and
downloading, instead of a particular directory being opened for access, such
as C:\MyMusic.

Because peer-to-peer malicious threats still need to reside on the system’s
current desktop, a scanning infrastructure can provide protection against
infection. But, desktop protection may not prove to be the best approach in
the future. If peer-to-peer networking become standard in home and
corporate computing infrastructures, network scanning may become more
desirable. Such scanning is not trivial because, by design, peer-to-peer
transfer of data does not pass through a centralized server, such as an emall
server. Systems such as network-based IDS may prove useful, so may
gateway/proxy scanning to prevent malicious threats from using peer-to-peer
connections that pass inside and outside of organizations. But, peer-to-peer
networking models such as Freenet will make networking scanning useless
because all data is encrypted. Users will not be able to scan data which
resides in the DataStore on a system. Detection of threats which are passed
through Freenet type models will only be scanned on the unencrypted file at
the desktop just prior to execution. The issue of encryption reinforces the
necessity for desktop-based, antivirus scanning.

Although the previous threats request a virus author to create a malicious
program, the smple usage of peer-to-peer connections can prove to be the
greatest threat to the company. Using peer-to-peer software in computer
network environments creates an unforeseen hole in computer network
security. Such software easily operates within the restrictions of a configured
firewall, since the software usually makes outward connections rather than
depending on accepting incoming connections. It is possible that users could
easily misuse or configure such software to allow outside systems to browse
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and obtain files from their computers. These files can be anything from
confidential data in an emall inbox to proprietary design documents.

The network should not be used to transfer confidential information even
though the peer-to-peer network is configured properly. Data is usualy
passed unencrypted along the network. Such data can easily be obtained by a
network-sniffing program. Systems administrators should consider limiting
the usage of peer-to-peer networks just because of privacy concerns alone.

The current peer-to-peer model appears to be moving toward a true peer-to-
peer model without a centralized server, which Microsoft Networking uses
nowadays. The current peer-to-peer model’ s advantage over Microsoft
Networking is its capability to perform quick searches and exchange data
through firewalls. Future models of peer-to-peer networking will combine
aspects of both Microsoft Networking and Napster’ s protocolsto permit for
easy search abilities and the ability of open DataStores. For instance, users
can permit for Full Control in Microsoft Networking, meaning that a remote
user can not only download, but aso upload and change data which is stored
in the shared space. Imagine departmental groups in a corporation which
need to share and update each other’ sfiles. A peer-to-peer networking
model which does not require that afile be downloaded in order to be
executed, and permits write-ability to remote shares will increase the
capability of amalicious threat to spread.

Threats which infect network shares, such as W32.FunLove, show the
difficulty of containment in environments which utilize central file servers
(along with personal shares). A peer-to-peer networking model which
incorporates both uploading and downloading increases the propagation and
difficulty of containment of network infectors. Such a model permits smpler
two-way communication of malicious threats. Virus authors may be able to
update their threats through a peer-to-peer network. For instance, an infected
computer can send an update to all other nearby nodes of a peer-to-peer
network.

Clearly, peer-to-peer networks pose a danger as an additiona vector of
delivery. Their impact on security will rely on the adoption of peer-to-peer
networks in standard computing environments. If systems use peer-to-peer
networks just like email is used today, then they will be significant
approaches of delivery of malicious code. Also, the use of two-way network
communication exposes the system to potential remote control. More
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importantly, the usage of a peer-to-peer network causes a hole in afirewall
and may lead to the exporting of private and confidentia information.

4.2.3 Combined attacks

Security exploits, which are usually used by malicious hackers, are being
combined with computer viruses resulting in a very complex attack, which
in some cases goes beyond the genera scope of antivirus software. Such a
program is an example of aclass of threats which is known as “Combined
Threats’ —a combination of different threat types. Such viruses have the
capability to spread extremely rapidly among a population of vulnerable
machines, because many are capable of spreading without any user
Interaction whatsoever. Combined threats are defined as malware which
combines the characteristics of computer viruses, worms, trojan horses, and
malicious code with server and Internet vulnerabilities to initiate, transmit,
and spread an attack. By utilizing multiple methods and techniques,
combined threats can spread quickly and cause widespread damage.
Characteristics of combined threats include the following:

(1) Causes harm: Launches a denial of service attack at atarget |P address,
defaces Web servers, or plants trojan horse programs for later execution.

(2) Propagates by multiple methods. Scans for vulnerabilities to compromise
a system such as embedding code in html files on a server, infecting visitors
to a compromised Web site, or sending unauthorized email from
compromised servers with a malicious attachment.

(3) Attacks from multiple points. Injects malicious code into .exe fileson a
system, raises the privilege level of the guest account, creates world readable
network shares, makes numerous registry modifications, and adds script
code into html files.

(4) Spreads without human intervention: Continuously scans the Internet for
vulnerable machines to attack.

(5) Exploits vulnerabilities. Exploits known vulnerabilities such as buffer
overflows, http input validation vulnerabilities, and known default
passwords to get unauthorized administrative access.
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The Nimda creator seems to have learned from the characteristics of
preceding computer worms and viruses, as showed by the following:

Nimda has four alternate methods of propagation.

(1) Systems which are infected with Nimda will scan the network looking
for unpatched Microsoft® Internet Information Server (11S). Then it triesto
use the a specific exploit, which is called Unicode Web Traversal exploit, to
gain control of the target server.

(2) Nimda can also propagate through email. It does this by collecting email
addresses from any MAPI compliant email program’s mailboxes. It can
extract emall addresses from .html and .htm files aso. The worm uses these
email address for the To: and the From: addresses. Therefore, the From:
addresses will not be from the infected user. The worm usesits own SMTP
server to send out emails. When the worm arrives by email, the worm uses a
MIME exploit which alows the virus to be executed just by reading or
previewing thefile.

(3) Userswho visit compromised Web servers will be prompted to download
an .eml (Outlook Express) email file, which contains the worm as an
attachment (readme.eml).

(4) Nimda attacks hard disks of systems which have enabled file sharing
over the network. It will create open network shares on the infected
computer also, by allowing access to the system. During this process the
worm creates the guest account with Administrator privileges. This variety
of propagation methods underscores the complexity of the threat and was
partialy responsible for the speed of its infection rate.

One of the mgor side effects of Nimdais that it causes localized bandwidth
DoS conditions on networks with infected machines also. Thisis because of
a combination of both the infected systems network scanning and the
additional email traffic which is generated by the worm.

From a coverage perspective, Nimda showed a follow-the-sun pattern, which
appear first in the United States and then migrate to Asia and Europe.
CodeRed is another example of a combined threat, since it was able to
launch a DoS attack at a designated |P address (target), deface Web servers,
and then, with CodeRed |1, leave trojan horses behind for later execution.
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The nature of CodeRed, which processes in memory rather than on a hard
disk, permited it to slip by detection of some anti-virus products. Its
discovery was further hampered by the fact that it presented no outward
indications of its presence on the |1S server.

Simple email worms are now considered the last generation threat. Today
and the near future will be consist of combined threats and their damage is
still yet unseen. A downed mail server is now the least of our worries while
threats can now effectively shut down Internet backbones. Hopefully, the
appearance of threats such as Win32/CodeRed and Win32/Nimda has given
security professionals a wake-up call to prepare for the future, since either
threat could easily have been more damaging.

4.2.4 The coming threatsto instant messaging

Instant messaging is an up and coming threat as a carrier for computer virus.
More and more people are using instant messaging, both for persona and
business reasons. Instant messaging networks provide the capability to not
only transfer text messages, but aso transfer files. Therefore, instant
messengers can transfer worms and other malware. Also, instant messaging
can provide an access point for backdoor trojan horses. Hackers can use
Instant messaging to get backdoor access to computers without opening a
listening port, effectively bypassing desktop and perimeter firewall
implementations. Moreover, finding victims doesn’t request scanning
unknown | P addresses, but rather smply selecting from an updated directory
of buddy lists. While more functionality are added to instant messaging,
such as peer-to-peer file sharing, instant messaging will also become more
prone to carrying virus.

In addition, instant messaging is very difficult to block in a company by
using conventional security methods such as firewalls. Furthermore, there
are normally no anti-virus gpplications monitoring instant messaging
network communications on the server level. This means an instant
messaging worm can be caught only at the desktop level.

Preventing the use of instant messaging is difficult. Simple port blocking
firewalls will not be effective since clients can use common destination ports
such asHTTP port 80 and FTP port 21. Most of the clients will even auto-
configure themselves to use other ports than the default one if they are
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unable to communicate over the default port. Firewalls with protocol
analysis can prevent instant messaging clients from communicating through
common destination ports, such as port 80, since instant messaging traffic is
different from HTTP traffic. But, the latest versions of all the various clients
embed the traffic datain an HTTP request, by bypassing protocol anaysis.
The client and responses essentially prepend a HTTP header to every packet
sent, therefore circumventing any protocol analysis firewall. With some
clients, like ICQ and AIM, HTTP headers are added only when aHTTP
proxy must be used. But, AOL provides access to such a proxy for free,
namely www.proxy.aol.com, and the clients auto-configure themselves to
use this proxy if direct accessis being blocked on all ports. Even if, in the
case of AIM and ICQ, accessto the proxy can be prevented by blocking the
address, there are many other proxy servers which are freely available on the
Internet. A ssimple search on the Internet will get hundreds of fredly available
proxy servers. Keeping up with blocking every oneis difficult and an
administrative nightmare.

This unfortunately makes instant messengers an open door to the computer,
because the traffic will pass most server-based security measures unscanned
for potential worms. Only the antivirus product running on the computer
itself can catch the worms.

It is surprising that more worms and other types of malware are not
exploiting instant messaging. When time progresses, we will high-likely see
an increase in this area. With time, we can see more interoperability among
the various networks also. AOL has aready abandoned the ICQ protocol in
favor of its own OSCAR protocol. We can see interoperability between AIM
and ICQ soon. Thisinteroperability can alow wormsto travel among all
four networks (The four most popular instant messaging networks and their
default clients includes AOL Instant Messenger (AIM), ICQ, MSN
Messenger (also known as Windows Messenger), and Y ahoo! Messenger.)
rather than being confined to a single network. Moreover, the mgor instant
messaging networks still use proprietary protocols. Because they are all
different, aworm that spreads by using MSN Messenger will not affect users
of the Yahoo! Messenger service. If clients become interoperable, or users
primarily utilize one network, instant messaging worms can become more
widespread.
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But, this does not mean one can ignore the threat that instant messaging
poses. Already more than 20 computer worms can spread through instant
messaging. Also, there are many exploits available for the various clients.

In the future, it gppears that exploits will be the predominant way that
hackers attack a system. If different instant messengers become
interoperable, the security track record of a vendor may decide which instant
messenger a company chooses to use.

Emall traffic in companies is normally monitored by antivirus software.
Thus, once detection is available for a particular worm, infected emails will
be stopped at the server. In the case of instant messaging, currently antivirus
software does not monitor traffic at the gateway level. If aworm started to
spread by using instant messaging, it could not be stopped before it reached
the user’ s computer.

The number of computer worms for instant messaging is increasing every
month, and looking at the success of some of these worms, instant
messaging is clearly an up and coming platform for malicious threats.

We should be careful when using instant messengers and the best way to
make sure that we can use them safely is by educating users. Hopefully we
will never see an outbreak of a computer worm that can spread bying using
instant messengers only. While email became a part of our daily lives, it
became a large carrier of computer worms also. Even after many email
worm outbreaks, people are still not educated about the potential dangers of
email usage. Hopefully, the same story will not repeat with instant
messengers.

5 Anti-virustechnology analysis

The main source for this chapter is Virus Test Center, University of
Hamburg[™].

Currently, there are three main kinds of anti-virus technologies. In essence,
they are scanners, monitors and integrity checkers.

5.1 Scanners

Scanners are the programs which scan the executable objects (files and boot
sectors) for finding the presence of code sequences which are present in the
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known computer viruses. At present, scanners are the most popular and the
most widely used kind of anti-virus programs. There are some variations of
the scanning technique, such as virus removal programs (programs which
can "repair" the infected objects by removing the computer virus from
them), resident scanners (programs which are constantly active in memory
and scan each file before it is executed), virus identifiers (programs which
can recognize the particular virus variant exactly by keeping some kind of
map of the non-modifiable parts of the virus body and their checksums),
heuristic analyzers (programs which scan for particular sequences of
instructions which perform some virus-like functions), and so on. The reason
which this kind of anti-virus program is so widely used today is that they are
relatively easy to maintain. It is especiadly true for the programs that just
report the infection by a known virus variant, without trying exact
identification or removal. They are composed primarily of a searching
engine and a database of code sequences (which are often called virus
signatures or scan strings) which are present in the known computer viruses.
As anew virus appears, the author of the scanner needs just to pick a good
signature (which is present in every copy of the virus and a the same timeis
impossible to be found in any legitimate program) and to add it to the
scanner's database. This may be done often very rapidly and without a
detailed disassembly procedure and understanding of the particular virus.

Moreover, scanning of any new software is the only way to detect computer
viruses before they get the chance to be executed. Bearing in mind that in
most operating systems for personal computers the program which is
executed has the full rights to access and/or change any memory location
(which includes the operating system itself), it is preferable that the infected
programs do not have any chance to get executed.

Finally, even though the computer is protected by another (not virus-
specific) defence, a scanner will still be needed. The reason is that when the
non virus-specific defence detects a virus-like behavior, the user normally
wants to identify the particular virus, which is attacking the system - for
example, to figure out the possible side-effects or intentional damage, or at
least to identify all infected objects.

Unfortunately, the scanners also have several very serious disadvatages.

The primary one is that they must be constantly kept up-to-date. Because
they can detect only the known viruses, any new virus presents a danger, as
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the new virus can bypass a scanner-only based protection. Acturaly, an old
scanner is worse than no protection at all - because it provides afalse sense
of security.

At the same time, it is very difficult to keep a scanner up-to-date. The author
of the scanner must obtain a sample of the virus, disassemble it, understand
it, pick agood scan string which is characteristic for thisvirus and is
Impossible to cause a false positive dert, incorporate this string in the
scanner, and ship the update to the users, in order to produce an update,
which can detect a particular new virus. It can take quite lots of time. While
new computer viruses are created every day - with a current rate of up to 100
per month[*°], very few anti-virus producers are able to keep up-to-date with
such a production rate. One can even say that the scanners are somehow
responsible for the existence of so many virus variants. Acturally, because it
IS S0 easy to modify avirusin order to avoid a particular scanner, lots of
"wannabe" virus authors are doing so.

But, the fact that the scanners are obsolete as a single line of defence against
the computer viruses, became clear only with the appearance of the
polymorphic viruses. They are viruses that use a variable encryption scheme
to encode their body and even change the small decryption routine, so that
the virus looks differently in every infected file. It isimpossible to pick a
simple sequence of bytes which will be present in all infected files and
choose it as a scan string. Simply such a sequence does not exist. By using a
wildcard scan string, some polymorphic viruses can be detected, however,
more and more viruses appear today, which can’'t be detected even though
the scan string is permited to have wildcard bytes. The only possible way to
detect such viruses is understanding their mutation engine in details. So an
anti-virus researcher has to make an agorithmic "scanning engine"' which is
specific to the particular virus. But, thisis a very time-consuming and effort-
expensive task, therefore, many of the existing scanners have problems with
the polymorphic viruses. We will see more such viruses in the future.

The last disadvantage of the scannersis that scanning for lots of viruses can
be very time-consuming. The number of currently existing distinct computer
virus, worm and trojan horse strains is about 56,000[ "] and is exponentially
growing. Despite the scanning methods used, scanning is not cost-effective
in the long run.
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Estimates of the actual number of computer viruses varies, and is dependant
on how the various strains (variations) are counted. NCSA estimated that
there are more than 4000 different viruses now 'in the wild'. About 100's of
variations of all types of malware appear every day[®]. Concept viruses
(Demonstrated attacks which have been not yet found in the wild) push this
number even higher.

5.2 Monitors

The monitoring programs are memory resident programs that constantly
monitor some functions of the operating system. Those functions are
considered to be dangerous and indicative for virus-like behavior. Such
functions include changing an executable file, direct access of the disk by
bypassing the operating system, and so on. So, when a program attempts to
use such a function, the monitoring program intercepts it and either denies it
completely or asks the user for confirmation.

The monitors are not virus-specific and thus need not to be constantly
updated, unlike the scanners. Unfortunately, they have other very serious
disadvantages, which make them even weaker than the scanners as an anti-
virus defence and amost unusable nowadays.

The most serious disadvantage of the monitorsis that they can be easily
bypassed by the so-called tunneling viruses. The reason is the complete lack
of memory protection in most operating systems for personal computers.
Any program which is being executed (including the virus) has full access to
read and/or modify any area of the computer's memory, which includes the
parts of the operating system. Thus, any monitoring program may be
disabled since the virus could smply patch it in the memory. There are other
clever technigues such as interrupt tracing, DOS scanning, and so on, which
permit the computer viruses to locate the original handlers of any operating
system function. Then, this function can be called directly, therefore
bypassing any monitoring programs, which be supposed to watch for it.

Ancther disadvantage of the monitoring programsis that they try to detect a
computer virus by its behavior. In essence, thisisimpossible in the general
case, as proven in Ref. [°]. Thus, they cause many false alarms, because the
functions which are expected to be used by the computer viruses usually
have pretty legitimate use by the normal programs. If the user becomes used
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to the false dlerts, it is possible that the user will oversee area one. Also, the
monitoring programs are completely useless against the sow viruses,

5.3 Integrity checking programs

According to Dr. Fred Cohen's definition[*°], a computer virusis a program
that can “infect' other programs by modifying them to include a possibly
evolved copy of itself. Thus, in order to be acomputer virus, a program must
be able to infect others.The program must cause modifications to the
programs which get infected, in order to infect. Thus, a program, which can
detect that the other executable objects have been modified, will be able to
detect the infection. Normally, such programs are called integrity checkers.

The integrity checkers compute some types of checksum of the executable
code in a computer system and keep it in a database. Moreover, the
checksums are periodically re-computed and compared with the stored
originals. A few of authors point out that the checksums must be
cryptographically strong in order to avoid forging attempts from the part of
the computer virus. By using some types of trap-door one-way function that
is difficult algorithmically to be inverted, this can be achieved. The
examples of such functions are DES, MD4, MD5, and so on. However, this
is not compulsory, as has been shown by Yisrael Radai[ “']. If it is correctly
implemented, asmple CRC is sufficient.

Currently, there are several kinds of integrity checkers. The most widely
used ones are the off-line integrity checkers that are run to check the
integrity of all the executable codes in a computer system. Another one are
the integrity modules that may be attached to the executable files with the
help of a special program, so that when started the latter will check their own
integrity. Thisis not a good idea, unfortunately, because not all executable
objects can be "immunized” in this manner. In addition, the "immunization"
itself can be bypassed easily by stedlth viruses. The third kind of integrity
software are the integrity shells that are resident programs, similar to the
resident scanners, which check the integrity of an object only at the moment
when this object is going to be executed. These are the least widespread anti-
virus programs nowadays, however, the anti-virus researchers predict them a
bright future[#].
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The integrity checking programs are not virus-specific and thus do not need
constantly to be updated like the scanners. They do not attempt to block
computer virus replication attempts like the monitoring programs and thus
cannot be bypassed by the tunneling viruses. Acturaly, as showed by Fred
Cohen[*®],currently, they are the most cost-effective and sound line of
defence against the computer viruses attacks.

Also, integrity checking programs have some disadvantages. For examples,
they can’t prevent an infection. They are only able to detect and report it
after the fact. Secondly, they must be installed on a virus-free system,
otherwise they will compute and store the checksums of already infected
objects. Thus, they must be used in a combination with a scanner at least
before installation. In order to make sure that the system they are being
installed on is virus-free, thisis absolutely needed. Thirdly, they are prone to
false positive aerts. Because they only detect changes, not computer viruses,
any change in the programs such as updating the software with a new
version is possible to trigger the alert. By using some intelligent heuristics
and educating the users, this can be avoided or at least decreased sometimes.
Fourthly, normally the integrity checkers can’t determine the initialy
infected object (i.e., the source of the infection), while they are able to detect
the computer virus spread and identify the newly infected objects. Fifthly,
integrity checkers can’t detect dow viruses also. A typical slow virus can
infect an executable file when it is copied to a new directory. The dow virus
would leave the source file intact; however, it would infect the target file
when it is written to disk. It doesn't reside in the integrity checker's database
because the target file was just created.

Despite the disadvantages described above, the integrity checking programs
are the currently most powerful line of defence against computer viruses and
other malwares attacks, and are highly likely to be used more widely in the
future.

6 New promising trendsin computer virus defence

In the new world of Internet-born viruses, computer viruses can become
very widespread shortly after their first infection and in some cases before a
cureisavailable. Virusincidents in the future will spread more than what the
Internet Worm and the Melissavirus did. Every new virus will have the
potential to rage out of contral, if a cure is not made available rapidly and
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distributed widely. Even worse, nothing can prevent viruses from being
written at a much faster pace than what they are today. Acturally, it is easy
to imagine viruses which are written at a quick enough pace that even a
dedicated effort to hire and train new human virus anayzers could not keep
up with.

Taken together, these two trends draw a disturbing picture: More new
viruses than humans can handle, spreading more rapidly than humans can
respond. Whatever is done to solve this problem, it will look quite different
from the current solution.

In order to solve this problem, IBM has built a pilot computer immune
system which can find, analyze and cure previously unknown viruses faster
than the viruses themselves can spread. The system solves several important
problems. While rapidity of response requests the entire system to be
capable of automated operation, customer administrators can control which
parts of their system are automated and which parts request manual
intervention. A novel active network architecture alows the system to
handle a great number of customer submissions rapidly, thus the system is
able to handle floods because of an epidemic of afast-spreading virus. With
greater speed and precision than what human analysts can, a virus analysis
center is able to analyze most viruses automatically. Both the active network
and the analysis center are scaleable, thus the system can accommodate
easly ever-increasing loads. End-to-end security of the system permits the
safe submission of virus samples and makes sure authentication of new virus
definitions.

The main source for this whole chapter is IBM Thomas J. Watson Research
Center[*"] .

6.1 Immune System Ar chitectural Overview

In order to cure a new virus and be faster than virus spreads, IBM has built a
pilot immune system for the world's computers. Similar to the biologica
Immune system, it defends the "body" of computers against viruses which
are seen once by any of them. It is able to find, analyze, and create a cure for
anew, previously unknown virus, then make that cure available to al of the
computers. It is able to do this completely automatically, and quite quick,
most importantly, quicker than the virus itself can spread.
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In order to see how this immune system works, let’s now step through an
example(see Figure 4) of detecting avirus at a client system, sending a
sample of the virus to aloca administrator, transporting it to avirus analysis
center, analyzing it, and distributing the cure. In the example, al of the steps
can be done automatically, without human at any of the computers involved.
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Figure 4[24]: Overview of the Immune System. A new, previously unknown virusis
found in a client in one organization. A sample of the virusistransported through
the organization's administrator, to the immune system's active network, where it
travels through a hierarchy of gateways. If it cannot be handled directly by the
gateways, it reachesthe analysis center, whereit isanalyzed and a cureis prepared.
Thecureisdistributed to the infected organization and made available to others
who have not yet encountered the virus. The entire process can be done
automatically.

6.1.1 Virus Detection

A possible new virus is detected on a client system. The client can’'t decide
whether the file or other object is actually infected, however the heuristic or
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signature detection raised enough suspicion. Further analysis is necessary.
A sample of the suspicious object is extracted, packaged in a harmless way,
and sent to an anti-virus administrator system over the organization's internal
network.

6.1.2 Administrator System

The administrator system allows control and auditing of what leaves and
enters the organization's internal network through the immune system.

If the administrator system can’t handle the sample, it can forward the
sample higher in the immune system hierarchy for analysis. Also, the
administrative system keeps track of the status of various samples - waiting
to be submitted, submitted but not yet analyzed, analysis complete and
updated virus definitions ready, etc. All of these functions can be
implemented automatically in order to make sure quick response to a new
virus. Also, the administrator can configure the system to request human
Intervention and choice in deciding whether files need to be stripped, in
prioritizing samples for submission or in submitting the samples themselves.

6.1.3 Active Networ k

An active network processes samples and transports samples via the Internet
for potential analysis by a central virus analysis center, once samples are
submitted from the administrator system. This active network is constructed
to handle epidemics or floods by dealing with as many submitted samples as
possible in the network. So it leaves the analysis center to focus on asingle
copy of anew virus rather than its many siblings. Standard Internet transport
and security protocols are used to make sure reliable and safe transmission.

6.1.4 Virus Analysis

The virus analysis center anayzes the virus sample, uses the results of this
analysis to create and test a cure for the new virus, and packages that cure as
avirus definition update that can be distributed to users.
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6.1.5 Cure Distribution

The virus definition update must be returned to the client which reported the
initial infection once the virus analysis center has created a cure in the form
of avirus definition update. Also, it must be made available to other systems
In the reporting organization and other systems around the world, so that
they can be protected from the virus before the virus spreads to them.

6.2 An Active Network to Handle Epidemics and Floods

6.2.1 Overview

The role of the active network istwofold. In the case of average loads, it
supplies a safe, reliable means of transporting virus samples from a customer
to the virus analysis center, and transporting the resulting new virus
definitions back to the customer. In the case of peak |oads like epidemics
and floods, it has the critical responsibility of dealing with potentialy huge
volumes of traffic both ways without clogging up the analysis center with
demands to analyze the same virus (or the same clean file) over and over
again. In nature, the virus analysis center implements very computationally
intensive tasks and can't feasibly keep up with the millions of potentia files
which the immune system can receive during an epidemic or flood. The
active network must intermediate between these demands and the analysis
center(see Figure 5).
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Figure 5[24]: The Active Networ k. Administrator systems, which send virus samples
to theimmune system, form the leaves of the active networ k. Samples travel

through a hierarchy of filters, which handle the sampleif it has already been
analyzed as uninfected or as a known infected file. Otherwise, they forward it to the
analysis center for analysis, resulting in updated virus definitions which are
distributed downward to the gateways, to the administrator systems, and ultimately
to theclients.

6.2.2 Safety and Reliability

A system which is intended to deal with virus emergencies must be reliable,
especially in an emergency, and must not expose customers to risks like
disclosure of their sengitive information or the delivery of aforged virus
definition file from an unscrupulous source. In order to meet the objective of
reliability, a system must have a transaction protocol which guarantees
delivery of the sample to the appropriate gateway or analysis center, makes
sure an appropriate response is generated, and guarantees delivery of the
updated virus definitions (or other response) back to the administrator
system. In order to meet the objective of security, a virus protection system
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must encrypt the virus sample, virus definition files and any information
which are sent along with them, to prevent disclosure of potentially sensitive
customer information. IBM has created special-purpose transactions for use
in the active network. These transactions send samples up, and send back
status information and virus definition files(see Figure 6).

AntiVirus Immune System network protocol layers
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Figure 6[24]: The Active Network Protocol Stack. The special-pur pose transaction
protocolsthat implement the active network are built on top of international
standardsfor structured data, reliable transport, and secure communications.

6.2.3 Scaling the Active Networ k

The active network is constructed to easily scale up to larger transaction
volumes when the nature of the virus problem changes. Additional gateways
can be added to the tree, and the gateways around them are reconfigured to
understand the addition of the new gateways. Nothing else needs to be
changed.
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6.3 Automated Virus Analysis Center

6.3.1 Overview

The analysis center determines whether the sample contains a virus by
actually getting the virus to spread. The analysis center analyzes the virus
and makes a virus definition update which can detect, verify and disinfect
thevirus, if it does contain avirus. This virus definition file is tested to make
sure it works correctly on all available sample of the virus. A problem in any
phase of this process results in the virus sample to be sent to human analysts
for processing. Then, the virus definition file is sent out through the active
network to al organizations which submitted samples of this virus, once it
finishstesting. As shown in Figure 7, the analysis center is composed of a
network of computers, which are isolated from the rest of the world by a
firewall for security purposes. A supervisor system isin charge of
coordinating al activities inside the analysis center.
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Figure 7[24]: The Virus Analysis Center. Samples comeinto the virus analysis
center from the active network through a firewall, which isolates the virus analysis
center from therest of the Net. Samples are queued for processing under control of
a supervisor system, which tracks priorities and status, assigning tasksto pools of
worker systems, until analysisis complete and updated virus definition filesare
returned to the active network through the firewall. A server storesvirusreplication
environments and contains an archive of everything donein the analysis center. The
pools of worker systems can be expanded dynamically to scale the analysis center to
larger workloads.

6.3.2 The Super visor

A supervisor system oversees the flow of samples viathe system. It's
responsibility is to keep track of what worker machines are available, to
parcel out work to them, to notice when an assigned task is finished, and to
notice whether something goes wrong during atask and intervention is
needed.

6.3.3 I ntegration with Back Office Systems

The virus analysis center is integrated with back office systems which track
customer incidents, produce new virus definitions, and maintain a database
of virus definitions.
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6.3.4 Virus Analysis Tasks

As showed in Figure 8, a sample goes through a number of stepsin order to
determine whether it is infected and to analyze whatever virus mayt be
present. The type of virus that it may contain isfirstly classified, then the
virusis replicated enough timesin order for analysisto be reliable. The virus
Is analyzed, and information to detect, verify and disinfect the virusis
extracted. The information is used to create a virus definition, then, the virus
definition istested against al of the samples of the virus. The updated virus
definitions are returned if all of these steps are successful.

These processes are every carried out as modular, isolated tasks. The
supervisor can dispatch any of them to any number of worker systems at any
time. Severa viruses can be analyzed at the same time and several machines
can be devoted to the analysis of asingle, difficult virus.
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Figure 8[24]: Processes within the Analysis Center. The supervisor directsvirus
samples through the various processing. Computationally intensive stages, such as
replication, can be donein parallel to complete the process more quickly. The fail-
safe design of the analysis center defers problematic samples, at any stage, to a
human analyst.

6.3.4.1 Classification

Thefirst step in analyzing avirusis to determine what type of virusit is, so
that specialized type-specific routines can be used. For Microsoft Word files,
currently, the classification task identifies the version of Word and
determines the language of the file (English, French, etc.). For Microsoft
Excel files, it determines the version of Excel. For DOS file viruses, it
determines whether they are COM or EXE files. In order to make sure
reliability, this classification is implemented by examining the structure of
thefile, rather than by looking at the filetype.
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6.3.4.2 Creation of thereplication environment

Once the sample has been classified, it must be replicated, both to determine
that it is acturaly avirus, and to create enough samples that it can be
anayzed reliably. Thefirst step in replication isto set up a virtual
environment where the virusis likely to replicate. When an appropriate
replication environment has been set up, an image of that environment is
obtained from the server and installed on one or more worker machines of
the proper type.

6.3.4.3 Replication

Now, replication tasks are dispatched to the worker machines whose
replication environments were set up in the previous step. Replication tasks
run the virus in the emulated environment, trying to make it infect "goat"
files which are uninfected files of known structure put there for exactly this
purpose. In order to try to infect the "goat" files, the system emulates the
actions which an expert human virus analyst would try. Key sequences are
input to the emulated machine to smulate a user typing. The purpose of
replication isto obtain enough virus samples to allow analysis to be done
reliably.

6.3.4.4 Analysis

The virus can be analyzed once enough samples have been replicated. In
fact, some of this analysis has aready been done as part of the replication
task, because it had to know enough about the virus to determine whether it
had replicated and that there were a sufficient number of good samples. If
severd different forms of avirus have been generated (e.g. upconversions of
macro viruses), each form is analyzed separately and can result in an
additional virus definitions. Completing the analysis involves activities such
as extracting a good signature string for the virus, constructing a map of all
of itsregions for verification, and creating disinfection information.

6.3.4.5 Definition generation

The definition generation task starts with the virus definition source which is
produced by the analysis task and creates a complete set of virus definition
files, which include definitions for all viruses to date. Also, human analysts
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can create updated virus definitions as a result of their manual anaysis of
viruses. In order to make sure consistency between definitions generated by
humans and those generated automatically, and to make sure regularity of
the sequence numbering of virus definitions, both humans and the analysis
center use a single definition generation system. When a new set of
definitions is to be generated, the definition generation system is locked by
either the human or the analysis center, a new sequence number is created,
the definition is generated and tested, then, the definition generation system
is unlocked for subsequent use.

6.3.4.6 Test

Once an updated virus definition file is available, the test task uses these
definitions to make sure that all of the samples can be detected, and that all
of the goat files can be returned to their origina form by disinfecting them.
The virus definition must properly detect, verify and disinfect al files. No
exceptions are alowed. A virus definition file is packaged up and sent out
by the supervisor system to the active network as a solution to the submitted
virus once a virus definition file has passed test.

6.3.5 Deferring Problematic Samples

The inability to process a sample can occur since it contains a new or
complex type of virus which the analysis center cannot currently deal with.
Also, the sample might be uninfected, in which case it will not replicate. In
the former case, a human analyst will have to examine the virus, create a
virus definition update, and help understand how to enhance the analysis
center to handle such viruses in the future. In the latter case, a human can
verify no virusis present, and update the active network so it recognizes this
file as uninfected if seen again.

6.3.6 Safety and Reliability

The analysis center has been designed to operate 24 hours a day. It produces
safe, reliable virus definitions. It is fault tolerant. It is transaction based. It is
isolated from outside interference by a strict firewall. Viruses are stored in
non-executable form whenever possible. They are only executed on virtual
machines from which they cannot escape. Detection signatures are extracted
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S0 as to make sure extremely low false positive rates. Full verification
information is added to virus definitions, so that disinfection isonly tried if a
virus exactly matches the one which is analyzed. This eliminates the risk that
a(rare) fase positive could lead to an improper attempt to disinfect. Before
virus definitions are released, virus definitions undergo rigorous testing.
Finally, the sample is deferred to human analysts if a problem is encountered
in any phase of the analysis. This fail-safe policy makes sure that the
analysis center only produces dependable definitions.

6.3.7 Scaling the Analysis Center

The design of the analysis center predicts the necessity of responding to an
increased |oad on the system in the future. Individual virus incidents are
dealed with in parallel, and every individual processing step can be donein
paralel also. Due to this paralelism, smply reconfiguring the analysis
center with more worker machines increases the rate at which an individua
virus can be analyzed, and the overall throughput of the analysis center.
Adding new worker machines to the analysis center can be done
dynamically, without shuting the system down. When a new worker
machine is added, the supervisor notices the new resource, adds it to its
resource pool, and starts using it immediately. Doubling the number of
worker machines roughly doubles the overal throughput of the analysis
center, up to the point where definition generation is a bottleneck.

6.4 How does the Immune System Handle L oads

It is suggested that a system which is designed to respond to virus
emergencies must handle average loads flawlesdy. It must handle very
heavy peak |oads without denying service to any customer and should, at
wordgt, inflict only dight delays. The system should deal with it gracefully,
without requiring any action on the part of customers and, at worst, recover
and continue to process requests when any backlog of requestsis cleared up,
If something cause an overload condition.

6.4.1 Average L oads

In average conditions, the immune system is designed to easily handle the
load of new viruses, and demand for virus definition updates to deal with



Computer viruses: The threat today and the expected future Xin Li

submitted samples. The active network and analysis center are designed to
be robugt, fault-tolerant systems which operate 24 hours a day.

6.4.2 Peak Loads

In peak loads, the immune system continues to operate as usual, however
concentrate its efforts on urgent customer incidents.

6.4.3 Overload

The immune system is constructed so that overload is a rare exception.
Although it could happen during an extremely wide epidemic of a very fast-
spreading virus, it is more likely to occur due to a network outage or other
failure. The only effect of overload isincreased delay in transporting the
samples. The same is true on the downward path, when updated virus
definition files are sent to customers. No samples are lost, service is never
denied to any customer, and customers are not required to intervene to make
sure that their samples are processed and their updated virus definitions are
returned.

6.5 Current Capabilities and Performance

6.5.1 Active Networ k

Although the active network is capable of being fully hierarchical, the pilot
Immune system uses a single gateway as the contact point for al pilot
customers. Thisis consistent with the very small number of pilot customers
and the expected peak |oads on the pilot system. It is estimated that the
active network in the pilot immune system is capable of supporting an
upload rate of 100,000 virus samples per day, and a download rate of
approximately 10,000 virus definitions per day. The gateway's database of
results from previously analyzed samples, which it uses to handle any future
submission of these same samples, will hold 10 million resultsin 1 GB of
disk[24].
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6.5.2 Analysis Center

In the pilot configuration, the analysis center is equipped with three AIX
worker machines (which are used primarily for macro virus replication) and
three NT worker machines (which are used for al other analysis tasks). This
already provides substantial benefits from parallelism. Additional worker
machines can be added dynamically. Currently, the input queue in the
analysis center is capable of holding approximately 8,000 samples which are
awaiting analysis. It can be expanded easily by increasing the total disk
Space on the supervisor system.

6.5.2.1 Macro Viruses

Currently, the analysis center can analyze Microsoft Word and Microsoft
Excel macro viruses in Office 95, Office 97 and Office 2000 formats. It can
handle Microsoft Word documents which are in any of ten languages:
English, French, German, Italian, Spanish, Polish, Dutch, Brazilian
Portuguese, Japanese and Traditional Chinese. A separate replication
environment is used for each format and language, to make sure that viruses
in these formats and languages execute and spread properly in the virtua
machines. It means that the analysis center can successfully replicate and
analyze viruses which are specific to any of these versions of Microsoft
Word or Excel, and specific to any of these languages. In tests to date, the
anaysis center analyzes and produces complete definitions for over 80% of
the macro viruses which are in the wild. It can typically complete analysis of
a single macro virus from beginning to end in 30 minutes in its current
configuration if the analysis center is working on only a single macro

virug 24]. The analysis center can complete analysis of four viruses per hour
on average if many macro viruses are queued up for analysis smultaneoudly,
so the worker machines are used most efficiently. Although the increaseis
not linear, when the number of worker machines is increased, the turnaround
time will continue to decrease and the throughput will continue to increase.

6.5.2.2 DOSFileViruses

DOSfile viruses are replicated in avirtual DOS machine under Windows
NT. Although avariety of DOS environments could be tried on a given
virus, the current system uses only one virtual DOS environment. In tests to
date, the analysis center replicates over 80% of the DOS file viruses which
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are in the wild, although complete definitions are produced for only about
50% of the viruses in the wild. It can typically complete analysis of asingle
DOSfile virus from beginning to end in 20 minutes if the analysis center is
working on only asingle DOS file virug 24]. The analysis center can
complete analysis of seven viruses per hour on average if many DOS file
viruses are queued up for analysis at the same time, so the worker machines
are used most efficiently. Although not linearly, increasing the number of
worker machines will continue to increase the throughput. It will not have a
significant effect on the turnaround time.

Solving the problem of epidemics of fast-spreading viruses requests a very
different approach than the anti-virus industry has taken historically. The
computer immune system which IBM has developed solves this problem,
and does so safely and reliably, so it can be used by real customer
organizations in day-to-day operation.
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7 Conclusion

It is expected that the virus problem will continue to evolve, just as it has for
the past decade or so, and sometimes in unexpected directions. The
explosive growth of the Internet and the rapid emergence of applications that
disregard the traditional boundaries between computers threaten to increase
the global spread rate of computer viruses by severa orders of magnitude.
The nature of computer viruses and their ability to propagate is on the cusp
of afundamental, qualitative change -- one that demands an equally
fundamental change in the way we must defend against them. The new
promising immune system is likely to be an important tool to control their
spread for the foreseeable future.

Home users, corporations and government entities need to serioudy
reconsider their security policies, and anti-virus companies need to start
working on the next generation of anti-virus protection. The best computer
virus defence strategy is that computer users adopt a healthier system 'life
style' aswell as using the best of 'modern medicine' to avoid catching a
virus!

The game continues.
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8 Glossary

Bluetooth: Bluetooth wireless technology is a worldwide specification for a small-form factor, low-cost
radio solution that provides links between mobile computers, mobile phones, other portable handheld
devices, and connectivity to the Internet.

COM: The Component Object Model (COM) is a software architecture that allows applications to be built
from binary software components. COM is the underlying architecture that forms the foundation for higher-
level software services, like those provided by OLE. OLE services span various aspects of commonly
needed system functionality, including compound documents, custom controls, interapplication scripting,
datatransfer, and other software interactions.

DSL: Digital Subscriber Line(DSL). DSL is based on the fact that a telephone line, between atelephone
exchange and arelatively nearby user, has a much higher bandwidth than the approximately 4 kHz that is
used for phone calls. The bandwidth may be aslarge as some MHz. Thistechnology allows for both a
phonecall and high rate data communication simultaneously on the same telephone line. The two uses of
the telephone line are in both ends separated by filters. The datacommunication isin ahigher frequency
band than the phone call. There are several variations of DSL, e.g. ADSL, HDSL and VDSL.

EPOC: EPOC isthefirst truly communication centric operating system for mobile information platforms. It
isnot constrained by being adown sized PC operating system or a 16 bit architecture. It harnesses the full
potential of object-orientation to deliver a powerful set of user and devel oper tools from asmall ROM
footprint. Itsthree tier architecture means it can be delivered on arange of chip setsand alow device
manufacturers to deliver unique and ergonomic interfaces.

LDAP: The Lightweight Directory Access Protocol (LDAP) isadirectory service protocol that runson a
layer above the TCP/IP stack, and provides a mechanism for connecting to, searching, and modifying
Internet directories. The LDAP directory service is based on aclient-server model. The function of LDAP
isto allow access to an existing directory. The datamodel (data and namespace) of LDAP issimilar to that
of the X.500 OSI directory service, but with lower resource requirements due to its streamlined features.
The associated LDAP API simplifies writing Internet directory service applications.

Lotus Notes: Lotus Notesis theintegrated e-mail and e-business software for the Internet and corporate
intranets. An intuitive, Web-inspired environment, Notes integrates user’s highest priority information
sources, including e-mail, calendaring, group scheduling, to do list and more. Notes users can exchange
messages via the Internet, work with any Web application, read and post topics to | nternet newsgroups,
search Web directories, and use X.509 certificates for security.

MAPI: Messaging Application Programming Interface (MAPI), a system built into Microsoft Windows that
enables different e-mail applicationsto work together to distribute mail. Aslong as both applications are
MAPI-enabled, they can share mail messages with each other.

MIME: Multipurpose Internet Mail Extensions (MIME). MIME extends the format of Internet mail to
alow non-US-ASCII textual messages, non-textual messages, multipart message bodies, and non-US-
ASCII information in message headers.

SMTP: Simple Mail Transfer Protocol (SMTP), documented in RFC 821, is Internet's standard host-to-host
mail transport protocol and traditionally operates over TCP, port 25. In other words, a UNIX user can type
telnet hostname 25 and connect with an SMTP server, if oneis present. SMTP uses a style of asymmetric
request-response protocol popular in the early 1980s, and still seen occasionally, most often in mail
protocols. The protocol is designed to be equally useful to either acomputer or a human, though not too
forgiving of the human. From the server's viewpoint, a clear set of commandsis provided and well-
documented in the RFC. For the human, all the commands are clearly terminated by newlinesand aHELP
command lists all of them. From the sender's viewpoint, the command replies always take the form of text
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lines, each starting with athree-digit code identifying the result of the operation, a continuation character to
indicate another lines following, and then arbitrary text information designed to be informative to a human.

VPN: A virtual private network (VPN) allows two or more private networks to be connected over a
publicly accessed network. In asense, VPNs are similar to wide area networks (WAN) or a securely
encrypted tunnel, but the key feature of VPNs isthat they are able to use public networks like the Internet
rather than rely on expensive, private leased lines. At they same time, VPNs have the same security and
encryption features as a private network, while taking the advantage of the economies of scale and remote
accessibility of large public networks.
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